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Roger: [Slide 1] What I’m trying to do here is to look at the regulation of point of view surveillance.  I was terrified when I tackled this area, because after 25 years of working in various aspects of surveillance, I’ve never looked at point of view surveillance until the last couple of weeks so what I’ve had to do is say “What are you talking about; what is this; what are the boundaries of it; what are the dimensions of it?”  [Slide 2]  So I started out by saying what are these technologies; what do they look like and then what are the applications and their impacts and their implications that we’re supposed to be trying to regulate?  And then to what extent do we already accidentally or on purpose have some regulation in place that sort of works and to what extent have we got to do something about this in order to get it under control and get the balances.

[Slide 3]  Of course I go back over the things I’ve learnt in looking at other forms of surveillance.  I’ve been using this structure for quite some time.  Most of what we’re talking about here is behavioural surveillance by its nature but there are elements of communications and dataveillance that sneak in and the location and tracking component certainly does ease its way in, in various ways.  But it’s primarily behavioural that we’re looking at.  [Slide 4]  When I’m trying to analyse the impact and the goodness and the badness and what needs to be controlled about a particular kind of surveillance, I always work my way through these questions.

[Slide 5]  Now clearly there’s lots of drill-down with all of these, but it gives a frame that you can work with so I’ve tried to do that.  Now I’m going to move at high speed through a number of slides here saying “Well, were these things covered during the course of the event today?”  “Did we agree that roughly that’s what we mean by point-of-view surveillance?”  It’s about a device ... the use of a device to observe and to record in such a way that its human borne, and points away from the human, and is designed to capture from the person’s point of view – we normally assume visual but it can of course be oral, but heard from this particular perspective.

That’s the fundamental and then  [Slide 6]   there’s a few options and variations.  Where the mount is and whether it’s obvious, non-obvious or actively obfuscated are then secondary questions; they’re not part of a definition but then there’s quite a lot of extensions that we allow ourselves and that we sort of include within the scope of PoV.  So if it’s a person-attached device but it’s not actually at eye level; if it’s at shoulder-level or if it’s attached to your belt, is it still point-of-view technology?  Implicitly, most people have been assuming it is.  Well, it’s already different if it’s there; you are not getting the person’s point of view and in some applications that’s going to actually matter and in some of the regulatory areas of question it’s going to matter too.

If it’s a person-held device then if you’re like me and have long sight, then you need to use a viewfinder.  So any of my cameras are going to be point-of-view.  But people do that with camera [lifts over head]; people do that with cameras [puts on the floor looking upwards]; people do all manner of things with cameras including turning it around on themselves.  Those are not point-of-view applications and yet we often talk as if they were.  So we’ve got to work out where our boundaries lie.

And then devices that are attached to personal devices – ‘personal-device-attached device’ is a horrible construction – but the addition of a camera to a taser has been discussed several times; it’s mentioned in the New York Times today; there’s an advertorial in there; it’s a terrible article; it’s a straight ad from a media release made to look like an article but it does mention 55,000 mini cameras mounted on tasers.  Now that’s important; it’s a valuable thing; it’s got a lot to be said for it but is it point-of-view?  Well, if you’re a Taser it’s a point-of-view but if you’re the person holding the Taser it might not be.  Now we’ve got to get our act together when we try to analyse these things and try to regulate them.

[Slide 7]  And then there are the others that get drawn into the discussion, which I’ve called ‘Not-but-Near-to’.  Vehicle-mounted has a lot of things to be said for it but we’ve got to avoid confusing it with actual point-of-view unless of course you’re a police car then it is your point-of-view or the bum of a police car if it’s the rear mounted one.  Where do we anthropomorphise the eyes on a car; we normally think they’re at the front so we’ve got to careful about that one.  Drones are a different kettle of fish again that’s an “I wish, I wish I could be a bird and could fly and then I’d be able to see”.  It’s the point of a view of a drone; it’s not the point of view of the human.

CCTV which thanks to Alex has pointed out to me there’s now CCTV mobile so we need to talk about CCTV fixed is not the same as point-of-view technology; it’s a predecessor; it’s got lots of strengths and lots of weaknesses but when we regulate that and we come up with sensible balances in the way in which it’s applied and not applied they’re going to be different ones and different considerations from when we’re wearing things on our heads or in the rims of our glasses.  And similarly with ANPR there are different considerations.

[Slide 8]  And what are the foundation capabilities that we’re talking about?  Well, a lot of it’s about communicating to the person themselves; feeding into their eyepiece in the Steve Mann fundamental style.  There’s also the local recording that’s been discussed multiple times today; the transmission and possible remote recording; all of those are there but there’s deeper drilldown on each of those things examples being is it just the data stream fed back into your own eye?  Well, why would you bother?  “My eye’s fine, thank you very much.”  

There can be answers to the question but if the image is edited a bit; if there’s some improved intensity of light because it’s dull conditions but the camera’s been used in such a way that the feed to my left eye gives me greater brightness on the subject or if I’ve differential focal lengths available to me up here on my display or if I’ve got it augmented in some way – and there was a mention today of seeing through walls and seeing through smoke to see the plan of the building – we’ve got to have all of these things clear in our view when we’re thinking about “Is this good; is this bad; are there aspects of it that need to be thought about that could do some damage in amongst all the good things?  We’ve got to have a clear sense of what we’re discussing.

[Slide 9]  We’ve had mentions of several of these things during the course of the day but not all of them.  The Tuatara, I thank the lady professor from Finland for who went to Taronga Park or wherever it was she went to and loved the Tuatara ... look, anything that’s good from New Zealand we claim to be Australian so we’ve got to grab the Tuatara as well.  [Slide 10]  The Tuatara has a ... what the hell’s the name of that?  Extra eye in the top of its head which is really only photosensitive.  But it’s the best of the animal versions which has the extra eye but of course we’re doing it with technology or with soldiers by the look of that photograph, as well and that is where we extend ... we use what I call orthosis in my cyborg writings – not prosthesis which replace lost or missing human capability – but an orthosis which gives you enhanced capability beyond what a normal human would have.

So Pistorius with his legs which he knows how to use really well running with spring steel is catching up to and may exceed humans.  Kurt Fearnley wins the New York Marathon every year because he’s faster in his wheelchair than people are who run so his wheelchair for the purposes of the New York Marathon at least is actually an orthosis.  

[Slide 11]  So we have to think our way through some of the various forms of enhancement; wider vision is an obvious one; additional eyes looking sideways and backwards, asa security guard – bloody good idea for people moving into dangerous environments.  And the obvious one:  an action replay and there was a mention in a couple of the sessions today of when I switch it on I’ve already got a bit of cache that will take me back 30 seconds and be retained so I have pressed the button and turned it on before I remember to turn it on – a really good feature because we all blink; we all didn’t concentrate at the time when we should’ve so that’s a good feature that’s been built in.  We’ve got to think about a lot of those.  

[Slide 12]  Now this one I don’t think I picked up at any stage today; it’s not only singular point-of-view technology; there’s many circumstances in which there’s multiples.  One is reciprocal where there’s people pointing their PoVs at one another because it’s a conversation between two people both of whom are gloggers.  Another one is multiple parallels; the obvious example to use is multiple policemen stand in a line with shields and with cameras, and you’ve got multiple parallel views which in some circumstances could be quite handy.

But a critical one that we often don’t think about is multi-perspective.  If I go to my military time a long time ago; as a platoon commander I would’ve loved to have had a good feed from every one of my section leaders or when on the move from a lead scout and from several others looking at different places at different times because when a contact occurs I’m in a position to make a much better judgement for my men’s safety, my own survival and the success of the mission.  So multi-perspective is going to be a big one I think.  That’s obviously going to play into quite a few different circumstances and it’s going to be achieved through multiple different ways; employees, volunteers, co-optees who didn’t realise that they were actually playing the game for you and of course public feeds are going to become more common.  

So picking out the public feeds that look useful in a particular say public event.  G8 and APEC are going to be obvious things to do so we’ve got to think about that one as well and keep that as part of the regulatory scheme that we’re trying to deal with.  And remember up till now I’ve been trying very, very hard to avoid going good thing, bad thing.  Point-of-view surveillance is a technology; it’s going to be used for all sorts of good things and all sorts of bad things; it’s going to be used for good things in bad ways and for bad things in good ways – accidental serendipity.  So I try to keep the value judgements held back a bit; I’ll make a few later.

[Slide 13]  So much for the technologies; did we get all of them; have we got enough of the field of view ourselves?  [Slide 14]  We’ve got to look across the broad sweep of applications and there’s a tremendous range of them that’s evident and I’ve had to add a couple of them to these slides during the course of the day.  I’m not sure that I like EduPOV for learning because it confuses me too much with the centre forward for Spartak Moscow in the 50s.  So I think we’ve got to come up with some slightly better terms here.  But there’s no doubt that in learning and in research there’s some good literature in there.  There’s got to be a lot of different applications and again we’re going to have to get the right balance points in different circumstances.  One simple bland set of rulemaking is going to be really tricky.

[Slide 15]  I think we covered surveillance compared to sousveillance pretty well so I didn’t need that slide at all as it turned out.  

[Slide 16]  And what am I trying to achieve here?  What’s the discussion about?  Well, it’s a powerful technology; it’s going to have a lot of impacts, some for good, some for bad.  We want to as always achieve the good, avoid the bad and to the extent we can’t avoid it manage it.  So we’ve got to keep that in mind as we’re working our way through the benefits and the risks that arise.  [Slide 17]  I did have to modify this slide a bit because there were a few things that did come up, such as the accountability and professionalism.  The right-hand side’s a bit of a second round benefit, whereas the things on the left tend to be the front of mind benefits and the things on the right are the maybes that might arise as positives, as a result.

The image at the bottom-right didn’t come up very well but that sums up quite a few of those items down the right-hand side because that’s a picture of the policeman at the Sydney Cricket Ground a couple of weeks ago when one of the patrons didn’t want to leave after the one-day match and got his head thumped in as a result of how obstreperous he was being of course. But we couldn’t see because we had the point of view of an observer; a third party observer’s view is not the point-of-view of either the hitter or the hittee so it’s actually quite difficult to work out what happened.  

Well, it’s quite clear that a policeman was belting the blazes multiple times out of a civilian’s head; that much was clear but there wasn’t enough context that went with it ... back to the Rodney King question.  So the right-hand side is a number of different possible outcomes.

[Slide 18]  Now it took me two pages to just do the minimum on disbenefits and risks which I usually clump together but disbenefits will probably happen, and the risks might, depending – is the way I distinguish those.  The first one I didn’t notice anywhere today.  Did anybody talk about what I call requisite distance?  I spent 15 years as a soccer referee; don’t get too close to the football action.  If you are here you cannot read the foul or was it a foul?  You need to be a sufficient distance ... and if you’re 30 metres away you’re never going to get it right ... somewhere between about seven and 15 metres is requisite distance.  

Now I didn’t have it on this slide, but I thought afterwards I should have.  The other thing in picking a tackle in soccer is the referee’s angle to the tackle – so ‘requisite angle’, or perspective – which is an awkward word.

Now what’s an example here?  Tim’s brilliant experiential stuff is bloody useless forensically.  Who started the fight?  Who swore first?  You’re too close to the action.  You’re in their face and they’re in yours so it’s not effective for the forensic purpose; for other purposes it was brilliant stuff.  So there’s quite a few risk factors and disbenefits, and again with quite a lot of policing work being too close up to the action isn’t going to be effective.

Male Speaker:  For your example there wouldn’t work would it? The copper is beating the crap out of a spectator.

Roger:  That’s right.  You needed ...

Male Speaker:  It wouldn’t have worked at all.

Roger:   You needed at least three.

Male Speaker:  Yeah.

Roger:  You needed the hitter, the hittee and then perspective so it’s really tricky to get a full story; which part of the elephant are you judging with; you only get to touch one part of it.  But second and third were brilliant thank you Tim, because I had inflammatory down as one of my notes but I’ve switched it now so it’s the chilling effect of the eye and the inflammatoriness of the eye bundled together because there was a dance going on in that film; the bloke wants to hit you but he thinks he’d better not hit you because there’s a camera running; it’s a brilliant standoff.  So those two really did get captured.

Male Speaker:  The other guy’s (1:02:00) as soon as I hit (1:02:02) he’s dead.

Roger:  This other one here is a bit of a concern too.  The ability to suppress; we’ve had that with “Did he remember to turn the button on?”  “Did he turn the button off when he shouldn’t have?”  But also the selectiveness; the ability to edit, the ability to be selective about when I do turn it on or when I do turn it off. 

It’s a really tricky balance trying to work out how much power do you give to the person who’s running his own camera?  Really tricky.  I keep using that word balance ad nauseum.

[Slide 19]  We probably did a fair bit of this slide –  retrospective versus real-time versus predictive, but what I will draw attention to for those who aren’t in New South Wales at the moment just in the last weeks the Premier has announced ... hopelessly long name of a Bill ... he’s extending New South Wales’ always famous consorting crimes and he’s making it such that ... okay, be a cynic, Roger, you enjoy it ... I’m sure the Premier doesn’t like the Sallies; the Salvation Army and the Vinnies; the St Vincents charity because  the people who have to consort most with criminals in their work are Vinnies and the Sallies and they are going to be up for three years in clink for consorting with criminals and it’s going to be an indefensible crime because the facts are going to be easy to prove.

Now this is the sort of thing that is going to be very easily achieved with lots and lots of film emanating from policemen’s headsets so these consorting with known criminals crime; the only crime you ever committed was to be seen a couple of times too often with somebody who you had been told was a known crim; really awkward stuff; really reaching into human behaviour.  So we got some tricky balance points to deal with again.

[Slide 20]  Okay.  Finally I think I’ve got a framework, so I can actually start talking about regulation and I’ve got at least two and a half minutes left of my time.  

[Slide 21]  The couple of perspectives I felt that I needed to take were these.  Firstly to what extent do individuals ... so legal and natural persons ... to what extent do we have a right or a default right because nobody said we couldn’t to use point-of-view surveillance?  To what extent are there constraints on those freedoms?

And then the particular issues arising, or the special cases arising, in respect of law enforcement in particular but in Australia there’s been these long endeavours since 2001 to combine law enforcement and national security together so I tend to treat them as limbs because they want to be together and they want to leverage off one another’s powers.  And they’ve got some additional rights and constraints and need them to do their job; well, they need the additional rights and we need the additional constraints as well.  

And then quite specifically the questions about when you and I are using point-of-view surveillance technologies what are the rights and powers of law enforcement in respect of my glasses, my camera?  So that’s the frame I felt I needed to go through.

Now this is very much a work in progress; I’m not a lawyer and I badly, badly need some research assistants to work with me on this one because there’s so much of it and it is such messy law.  

[Slide 22]  Talking extremely broadly and getting it wrong but roughly speaking if you own property ... if you’re on your own property you’ve got quite a lot of scope to play with but there’s some provisos.  If you’re on other people’s property initially until and unless there’s signs up ... discussion of signs earlier on today from Saskia ... if there aren’t any signs up then if somebody comes and says “We don’t want people filming in our mall” they’ve got the right to say that and after that point you’d better have the switch off otherwise you are in breach.  

Now that’s under really old fashioned law but there is actually a little bit of structure there; whether it’s the right structure and the right balance is something we now need to evaluate.

If it’s in a private place which has different definitions in different jurisdictions ... we’ve only got nine jurisdictions in Australia ... if you’re in a private place then it may well be that you’re constrained to only recording in the event that you’re a party of the conversation and we had a little bit of a discussion there earlier today about that one.  If it’s in a public place ... I’ll phrase this backwards ... if it’s in a public place then the constraint only exists if there’s a reasonable expectation of privacy in the public place.  Now those appear to me to be fairly readily arguable rules that exist in the legal structures at the moment.

[Slide 23]  Where do we go with some of the other questions; once it’s been captured can we use it?  Being common law we’ve got far less clue than we have in Germany for argument’s sake or even Austria; I think we’re going to have an awful lot of confusion arising in some of these areas.  This is to some extent capable of rational analysis of law right now and to some extent not.  A couple of examples I wanted to pull off there were there are some quite specific things; I did manage to find the military properties and one I didn’t realise was as open as it is in relation to Commonwealth properties generally; doesn’t sound to me like a sensible provision at all; section 89.  Section 82, I suppose I can understand the history of it.

There’s also workplace specific law in several places around Australia so there’s a bunch of constraints that need to be understood.  

Who’d want to be a member of the media trying to do these things?  Who’d want to be a filmmaker trying to do these things?  Who’d want to be a private investigator trying to do these things?  It’s a nightmare trying to work out what the laws are.  

[Slide 24]  There are other constraints that float around that will create difficulties if you’re trying to film porn or if you’re trying to indeed do an artwork that involves down-blousing or up-skirting; if you happen to be studying men’s lewd behaviour towards women you may well run into some difficulties with down-blousing laws in some jurisdictions in Australia.

Torts by and large ... torts are designed for lawyers; they’re not designed for real people but there are a couple of bits and pieces here; there’s a bit of stalking law and these PSIOs ... I can’t remember what it stands for ... like Apprehended Violence Orders but structured a little bit differently in Victoria that do need looking at to see whether the 2010 law is going to have an impact in some circumstances.  So there’s a bunch of constraints that need to be decently understood and somebody’s going to have to do this job for us.

[Slide 25]  We did discuss earlier today state surveillance and listening devices Acts; it’s an absolute nightmare.  There is a family of three Victoria, Western Australia, Northern Territory that have relationships; they’re not identical; New South Wales did it a bit differently and Queensland did it more differently and the other three haven’t noticed yet.  So there’s an awful lot of uncertainties at the dumb level that depending on where you cross the border between Albury and Wodonga or between Tweed Heads and Coolangatta you might need to take out or put in the recording capability in your device.  That’s Australia and that’s what Federation’s about.

[Slide 26]  Now Nigel particularly wanted me to get the word “unenforced laws” in here.  There’s an awful lot of discretion in practice in Australia about which laws are enforced and which laws aren’t.  Candice Falzon and Sonny Bill Williams – for the people who aren’t into these kinds of things – are well-performed sportspeople, as you can see.  This was a particular instance which I used in a media surveillance paper a couple of days ago.  A non-member of the media, a member of the public, filmed that using an iPhone under the cubicle door.  So was that a point-of-view technology?  If he was lying down on the floor, then it was a point-of-view technology use;  otherwise it wasn’t.

That appears to me on the surface to have been in breach of the Crimes Act Sections 91I to M because it’s voyeurism and there’s some reasonably specific terminology in there.  And depending on when the Surveillance Devices Act was actually came into power in New South Wales, which I’ve been too lazy to check, it may have also been in breach of Section 8 regarding optical surveillance.  I’ve not yet seen any evidence there was any prosecution arising in that case but he successfully sold the photograph to newspapers so why was it unenforced if it was fairly clear?  Because we’re in the habit of not applying lots of laws.

So to what extent is there a balance, even if it appears to be an effective balance, if we don’t apply the laws we’ve got?  If they’re silly laws, don’t ignore them, change them, investigate, come up with a rational framework to regulate point-of-view surveillance.  

[Slide 27]  There’s also bunches of pragmatic constraints; things like:  companies can exercise a lot more power than an individual can because they tend to own acres whereas individuals own one sixth of an acre; things like that; access to parliaments and the like.

That’s the general effects on corporations, associations, individuals and law enforcement agencies.  [Slide 28]  But then there’s special laws that relate to law enforcement agencies.  Now law enforcement agencies already have a fair bit of scope for a variety of structural and social reasons; some reasonably good reasons; some of them not quite so good reasons; why we continue to permit powerful organisations to self-regulate is beyond my understanding as a member of this society so some of them are stupid and some of them are self-selection.  Most people would prefer not to pick fights with policemen; they tend to know how to look after themselves so yes, there are some inherent freedoms that law enforcement agencies have that aren’t necessarily written into the statute.

[Slide 29]  Then there’s a bunch of things that they have that are written in to statutes.  The Surveillance Devices Act Commonwealth is completely different from the state and territory ones because it’s trying to regulate different kinds of things because of the nature of our constitutional arrangements so it’s quite clear in section 37 that law enforcement agencies in public places can do it without a warrant.  There are some provisos; there are some constraints.  They can apply for judicial warrants in other circumstances and the conditions under which they apply for them are extraordinary advantageous to law enforcement agencies.  You don’t normally expect to be able to pick your judge from a preselected panel of judges that have been chosen to be good guys by the Attorney-General on behalf of law enforcement agencies but that’s what they get to do; I’m not sure that that’s what I’d call balanced actually.

Then there’s self-issued warrants as if it wasn’t good enough to already have serious limitations as Saskia was saying Germany; there’s serious limitations on the effectiveness of the judicial review of the request for the warrant and then they get this self-issue under some circumstances; clearly not just any old time.  And there’s even circumstances warrantless and what’s more under a few more sections the surveillance can be covert and in a number of other circumstances it can even be suppressed so that nobody knew it was done.  Obviously that starts getting tricky when you get to evidentiary stages.

So there’s a lot of things in there; have we got the balances right?  We want policemen to be able to enforce the law. We want them to be able to protect public safety, et cetera, and indeed protect themselves.  We also don’t want them to go overboard and abuse their powers so we’ve got to get balances in these places.

[Slide 30]  As regards what I call counter PoVs powers; what sorts of things might law enforcement agencies like to have?  I don’t know how many of these they’ve got in Illinois because I haven’t actually looked up the Illinois law but a number of states have got quite a few of these.  Clearly arguments about the ability of a policeman to seize and rip it off somebody’s ear; the ability of a policeman to delete or to instruct a person to delete; they’re the sorts of possible powers that might be ingrained in law or put in law in particular circumstances; we should be debating what those circumstances are and what the controls are on the exercise of those powers.

[Slide 31]  Well, the reality is that for major events it gets passed into law at a rate of knots and law enforcement agencies tend to get an awful lot of that set.  In New South Wales ... I’ve not looked at the other states yet ... the LEPRA as it’s usually called provides some substantial powers to self-authorise those powers ... so it compounds on itself here ... in public places in the event of what the Police Commissioner or one of his deputies judges to be “public disorder.”  The absence of a word “reasonably judges” (1:15:15) is a bit of a concern to me but ... or believes on reasonable grounds we need those kinds of control mechanisms built in and that has been modified in 2007 to be seizing and detaining anything subject to a description of having something to do with the public disorder.  Have quite a bit of power in there; I do hope (a) that’s used wisely and (b) that the people exercising the power are encouraged to use it wisely; that is discouraged from using it badly.

I’m not convinced that we have got those balances right and I simply have not had time to go through the 50 pieces of legislation since 2001 to find out where the bits are that are supposed to be in the anti-terrorism laws

[Slide 32]  The purpose of this one is to say “Well, the Yanks do it but then the Yanks are all mad anyway so surely we don’t do that kind of thing too and excessively empower policemen to rip cameras off people’s sunglasses and ears; surely we don’t do that.”

[Slide 33]  Well, “we’re not sure” is what it comes down to.  The Nick Holmes à Court case was only reported in a few places; it does appear to have been a credible story and it does appear that there was a presumption of authority by the policeman who told him that “I’m taking your BlackBerry off you”.  So we have challenges in a number of different areas here; we also had the reports suggesting that this wasn’t the first time that the media had been told about such things.  Solid evidence?  Hell no but it does appear that there are some instances occurring in Australia.

[Slide 34]  This one occurred last week and again it’s just those mad Yanks.  Any Americans here?  Any Canadians here?  You’ll enjoy this.  This one is South Carolina I think.  Some rather well-off people who love animals can afford a drone and the drone had a camera on board and it would appear that the pigeon-shoot people shot down the drone.  Now it’s an unreliable report from a newspaper unknown to me.  But we’re getting to the stage where groups are taking the law into their own hands – and let’s face it they’ll probably win in court because there’s probably something in the American Right to Bear Arms that says that you can shoot down drones; I don’t know; they’re mad.

Male Speaker:  Unless it’s Afghanistan and Pakistan.
Roger:  Yeah.  “Yeah, sorry, I’m on duty, yes, managing drones out of Pakistan and I forgot I was actually in America at the time”.  

[Slide 35]  Okay.  So what were we trying to achieve?  Well, we were trying to achieve balance and a sensible framework for running this country.  

[Slide 36]  We’ve had law reform commissions look at these things on multiple occasions and largely ... I can’t say absolutely every one of their recommendations there has been ignored but I can go pretty close; it’s the standard thing to do with law reform recommendations.

[Slide 37]  Now this is a new slide that I had to put in today because I was fairly concerned about aspects of this morning where I felt some of the presentations which were valuable information were not delivering the kind of balance that I expect to find in this community at the level of discussion that we’re having.  

Today in the New York Times there’s this advertorial that I didn’t like; pumping up, Boosterism; whose word was that?  Boosting the technology.  We’ve seen evidence of public-private partnerships rather than procurement probity; have we got enough P’s in the bullet point?  We used to have real care taken when public agencies bought things; we don’t any more.  

We get the Devon and Cornwell police in the corporate video spruiking the lines that the corporate supplier would like them to spruik.  Hang on.  Talking amongst policemen from other counties in a closed event no, no media here; no, no providers here and talking to one another about their experiences and what they think is absolutely kosher but going on the company’s video ... going in front of the company’s camera I find extraordinary.

I’ve got to have a go at this one because of an earlier speaker’s slide that said ‘Negating false complaints’.  Yes, of course you want to negate false complaints about police.  But shouldn’t we also have something about finding in favour of proper complaints?  Or even why don’t we come up with a balanced statement about appropriately resolving complaints as a valuable outcome of the use of PoVS?  We’ve got to get balance in the way in which we look at things.  

I haven’t used it yet but I’m, among other things, Chair of the Australian Privacy Foundation; I have avoided standing here saying “The Privacy viewpoint is ...”, and I think people speaking on behalf of law enforcement agencies should also avoid thumping the table and saying “The law enforcement view is...” .  We need law enforcement people to be balanced and to recognise the multiple interests and the complexity of balancing them in the same way as us advocates feel that necessity.

[Inaudible comment from the floor]  (1:20:35).  

Roger:  Yeah, well, the absence of risk assessments and the absolute absence of privacy impact assessments in these areas is atrocious.  APF and CCLs and their ilk ... it doesn’t have to be APF ... organisations that represent those kinds of public interests don’t get invited to discuss these things; they just turn up in Parliament or just turn up passed by Parliament; that is not the way in which balanced processes are going to result.  And the idea that we might actually go back and think about requirements and design a scheme that fulfils a set of requirements “No, no, no, we’ve got a new technology; it seems to do this; let’s buy some; let’s install them and then when it buggers up we’ll say it was a pilot.”

We used to be able to think about what we were trying to do and then look at the technology and then look at the possibility that new potentials have emerged.  Let’s see if we can get that technology to fit to the need we’ve got.  Okay, we adjust the need and the phrasing of the need reflecting the technology but we shouldn’t be driving the design for the technology.  We knew this 30, 50 years ago; why have we lost it?

[Slide 38]  This is a bunch of general principles I’ve been using for years when I get to the sharp end talking about surveillance. Justification,Proportionality and Transparency are the three critical front-end things and we’re not getting them, in so many of these discussions.  

[Slide 39]  Two days ago I applied them to media use of surveillance generally. 

[Slide 40]  When I re-read them, they apply perfectly well to point-of-view surveillance by media people.  We need justification; we need that justification to be on grounds that we understand; not just out of the air we’ve got to have some rationality about this and proportionality has got to be judged as well.  

So it’s not just a question of “We’re going to do it because it’s going to help public safety”.  You’ve got to demonstrate the mechanism; you’ve got to demonstrate how, under what circumstances and to what degree it’s going to improve public safety and then consider the negative impacts and risks and see whether the two things balance up; it’s all fundamental cost benefit analysis again; what ever happened to it?

Male Speaker:  Takes too long.

Roger:  Yeah, so we need a new buzz phrase; okay, let’s get past cost benefit analysis and use whatever the latest buzz phrase is but for God’s sake let’s be rational about it.  

[Slide 41]  The APF applied this – I was obviously one of the co-authors of that particular policy statement – but we’ve had that policy statement out for several years and we express what we mean by justification by proportionality and specifically in openness or transparency.

[Slide 42]  Openness is the old word from the 80s; transparency’s what we say now; I need to use both.  We’ve said in different circumstances of covert versus overt; public space versus private space here are the things that we think need to be taken into account; this is the way we should come up with some sensible rules.  

And we’ve applied this to CCTV be it in South Sydney or elsewhere in Australia; we can apply it to PoVs we believe but we’ve got to have a framework within which we’re going to do it; we’ve got to get to the meeting table and talk about these things and the biggest disappointment to me hasn’t been that I haven’t yet found my RA to actually get this right and get the law properly documented.  My greatest disappointment has been that I do not detect enough opportunities for these kinds of balances to be achieved 

[Slide 43]  And it must be nearly time to go home.  

_________________________

Questions

Katina:  Alex.

Alex:  (1:24:15) I realise that I hadn’t sent a draft email to you; it had been sitting in the draft folder I think.  What we’ve been hearing today and what I was presenting within my presentation and I’m seeing in a number of the points that you’re making here is really around the mobile open circuit TV as being the new frontier of the way that we have to consider the role of the public and its impact on law enforcement and vice versa.  So I’m, I suppose, reiterating the importance around the language differentials that we use because I’ve noticed in the last five years switches between sectors and using terminology which in some ways changes the emotional attachment to an action using this particular type of technology.

I don’t want to concentrate on the technology but more on the action attached to it.  As an example the shift from point-of-view to point-of-vision which became more of a laboratory-based shift and then from that to body-wearable on officer, camera so I think it’s just ... I’m very interested to continue to explore with you the naming systems and the attachments and impact that that has on different sectors.

Roger:  Yeah.  And neutrality and fairness, two-sidedness is really important.  There was a really nice one today that came out of one of the films was the policeman who felt their privacy infringed by the camera pointed at them.  The APF strikes this all the time; we’re assumed to be anti-policeman and anti-authority; we’re pro-privacy and people working for authorities want privacy too so there’s actually ... you know the policeman is as concerned about the camera as the civilian who the policeman’s camera is being pointed at.  We need neutrality of terminology to start with and then we can start weighing up the competing interests and clearly we’re all going to conclude that the powerful person is going to need a bit more observation than the less powerful person.

Alex:  But currently cleaning what suppliers are feeding to us as the language to use; that’s what I’m ...

Roger:  Technology-driven is usually ... I’ve been a technologist for over 40 years ... technology-driven is usually a bad thing in language as much as in capacity of technology.  Yep, we’ve got to get control of the language.

Alex:  I can only say that from ... I can only really in a very ... it’s only a five year window within the educational context that we’ve struggled with what to call ourselves.  EduPOV, what is this ... it’s something that’s different; there’s been a marked shift in the way that people are starting to impart and connect around knowledge.

Roger:  I’ve certainly suffered because I’m an old text and sound person; I can’t cope with the modern video world so I stay away from it so I’m illiterate in the proper sense of the word literacy.  Being competent in the skills, communication skills of the era so yes, we’ve got to get on top of that.  Partly it’s going to be a visual vocabulary not just a lingual vocabulary but yes, we do need to do those things.

Male Speaker:  I sort of wonder if you really need to differentiate between PoV-type cameras or if you want to call it anything else but really they fall under the Surveillance Devices Act as a surveillant device which a mobile phone does if you use it for surveillance or a normal camera if you use it for surveillance.  Differentiate between them in that way could be disadvantageous to other areas of the industry that are using that terminology for cameras whose purpose is completely benign, for instance, action sports that use a lot of PoV technology and don’t necessarily want what they’re using and what they’re using it for associated with surveillance because it’s not.

Roger:  Well, at law it is and that was a conscious decision I’m sure.  The first Act was in Western Australia and I don’t know the origins of that first Act and I really should go back and do a bit of legal archaeology and find out where some of the ideas came from.  What they do is define all of it as being surveillance be it optical or oral or whatever location or whatever surveillance and then they create a awful lot of exceptions; an awful lot of “Well, you wouldn’t want to say that you can’t do live sport to air just because there might be just a somewhat grainy but reasonably precise image of somebody in the background who might be taking a sickie.  They say “Get out of here”, you know that’s disproportionate to ban something because there might be something in the background.  Maybe the Germans don’t do that but in Australia we do.

So they actually have taken that step and personally I would prefer to see it that way because surveillance as a word isn’t a pejorative; there’s good surveillance, bad surveillance, bad uses of good surveillance and all the rest of it so good surveillance is a neutral; it’s a descriptor so I personally would prefer us to stay that way.  I also ... there was one other one I was going to slip in which relates to this.  In the Listening Devices Acts there ... which all states originally had there was a clear presumption of something like the sanctity of a conversation; if you were not a party to the conversation you had distinctly different rights and constraints from if you were a party to it.

Now we haven’t entirely carried that over into the Surveillance Devices Acts which extended from oral to include both oral and optical surveillance and I think that is a loss because when we’re having discussions one-to-one and glance around “Yes, we can have a polite conversation and say nasty things about other people that we wouldn’t say if it wasn’t just one-on-one.” 

We feel the same thing about the visual as we do about the spoken word because there’s body signals in there and we probably use signals at times that we wouldn’t use in polite society if we thought anybody was looking.  So I think we should’ve carried over that extra importance of the conversation into our visual surveillance regulatory framework and I don’t think we have.  Now that’s a tentative; I haven’t actually analysed the law to be sure I’m right.  So I’d like us to differentiate these things and carry forward how people interact with one another and what their expectations are.

Male Speaker:  When I was younger and I still (1:31:00) now I used to climb up on billboards and change their meanings and stuff like that and I rationalised that is that the space between the service of the billboard and my eyes was my space and public space and all they paid for was not even the surface of the thing; I can’t remember how exactly but ...

Roger:  So as long as you embossed it you weren’t breaking the law you reckon?

Male Speaker:  Something like that or I put a sticker on it and that was my surface on top of their surface.

Roger:  Nice try.

Male Speaker:  Nice try.

Roger:  But the cops are here.

Male Speaker:  But what I was suggesting there is the problem seems to be the sense of ownership of space so if I’m sitting on a bus and somebody’s talking loudly about a drug deal going down and I can hear it and I press record and my phone can hear it am I privy to that conversation by just being in the space or something like that?  You know, and all sorts of stuff ...

Roger:  Interestingly we do have some aspects of that because this nonsense that some people carry on with “There’s no such thing as privacy in public spaces” well, that’s wrong at law.  There are circumstances in which in a public space you may have “reasonable expectation of privacy”; that bloke didn’t; if he’s yelling loudly in a bus about a drug deal he clearly voided his right to privacy in a public space and there’s no way the Privacy Foundation is ever going to go into bat on his behalf.  You’ve got to behave in ways, you know we’re having the conversation “I might tell you something I wouldn’t tell everybody” if you don’t glance around and check the environment and check whether there’s anybody hiding behind the Aspidistra who might be listening to you; if you don’t do that you pretty much voided your reasonable expectation of privacy.

Male Speaker:  (1:32:42) I used to work for people who used to position their screen ... make sure the screens were never positioned by a window; never have a lampshade in their room or anything like that so they ...

Roger:   Actually (1:32:53).

Male Speaker:  ... technically understood privacy on a different level to what you’re describing the average person so they understood that privacy isn’t just in your natural born senses privacy extends to all the technology around us so the description checking behind if anyone’s in proximity well, they are making sure there’s no reflective thing sitting by a large steel things so that my location won’t be sort of located standing by bright windows.  So maybe the expectation of privacy extends to a more technically savvy or aware person rather than just the assumption that we only have eyes and ears these days because we don’t.

Roger:  Yes, you need enough technical literacy to cope with the top because that’s quite true.  If you don’t know to take out both batteries in your mobile phone then I’m sorry it’s a spy in your pocket because they’re designed that way.  You know I agree with that to deal with.

Katina:  Last question.

Male Speaker:  Just, yeah, I just wanted to respond in terms of some of the critiques that you raised in terms of balance and negating false complaints as a statement and you suggested appropriate resolution of complaints but certainly I’d submit that accountability ... encouraging accountability and professionalism addresses the need for appropriate resolution of complaints and there is an issue and an interest both on the part of law enforcement and society in negating false complaints as a class of complaint; in its own right that deserves attention.  So similarly you spoke about ... criticised police in Devon and Cornwell; Cornwell for putting their views about technology in an accessible form but ... and suggested they should be talking amongst themselves in private behind closed walls but at the same time suggesting that the Privacy Foundation and other community groups should be able to engage in this space and discussion before the technology is thrust upon them through legislation and acquisition.  So I just think that some of those critiques deserve to be countered.

Roger:  Yeah, I’m not sure where you think I’ve got it wrong with the second point.  With the first point though; let’s pursue that one if you flog the accountability more firmly and make clear what that’s about that’s going to help build that balance back in but I would still say that the language has got to be adjusted because the ... if we’re only going to talk about complaints handling being fixed when it’s against the police unjustly if they’re the only ones that we’re going to be proud in having fixed then we haven’t got a balanced framework.

Male Speaker:  Well, again that’s where I say accountability and encouraging professionalism which are achieved through the complaints mechanisms ...

Roger:  You’ve got the wherewithal ...

Male Speaker:  ... which are achieved through having video of the police where their actions can be surveyed, can be accounted; achieve those purposes that you’re talking about in terms of the legitimate complaints being able to be addressed better than the environment we have now where there is no mechanism other than he said, she said.

Roger:  You are not arguing things which I would like you to have embedded in that presentation in order to achieve that balance.  I’m not saying that you and I when we get down to it and we’ve had it out over a few good reats we’ll end up disagreeing but I want to see your presentations strive for that balance which we feel we need to strive for when I’ve got my APF hat on which we feel we need to work towards; that’s what I was looking for.

Katina:  I hope Roger and everyone Mark, that this is a little way towards that discussion ...

Roger:  Absolutely, yes.

Katina:  ... because I’ve received comments all day from various groups and individuals who have said “Well, I didn’t know about person’s work” or “I didn’t understand it that way, gee, that’s become clearer; I’ve got to go back and tell my team” so I’m really happy that these dots and T’s are being joined even though it seemed like an abstract day there was sense behind the morning session and middle session and afternoon session; I hope you can see that.  I’d like Andrew Goldsmith to have a 15 minute maximum wrap up if that’s possible.  You’ve been really patient and also he’s jetlagged.  Thank you, Roger.
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