	Defence Privacy Impact Checklist


1.
The Privacy Act 1988 imposes obligations on Defence in relation to the collection, storage, access, alteration, use and disclosure of personal information.  These obligations are set out in Section 14 of the Act as the Information Privacy Principles (IPP).  The IPPs are legally binding and apply to handling personal information contained in records in Defence possession or control.  The IPPs can be accessed through the Defence Privacy website at http://intranet.defence.gov.au/fr/Privacy/privacyprinciples.htm
2.
The Defence Privacy Impact Checklist (PIC) is a tool for low-level assessment of policies and procedures.  It will assist you to focus on possible privacy implications that could arise with your project or processes and alert you to the need to manage these.

3.
The PIC can also be used to determine whether a more comprehensive Privacy Impact Assessment (PIA) is required.  A PIA describes the personal information flows in a particular project and analyses the possible effects that those flows, and the project as a whole, may have on the privacy of individuals.  The purpose is to identify and recommend options for managing, minimising or eliminating privacy impacts.  The greater a project’s size, complexity or scope, the more likely a PIA should be conducted.  A PIA should be used in projects that involve the collection, storage, or use/disclosure of significant amounts of personal or sensitive information.
4.
Guidance on conducting a PIA is contained in the Office of the Privacy Commissioner Privacy Impact Assessment Guide 2006, which can be accessed through the Defence Privacy website at http://intranet.defence.gov.au/fr/Privacy/privacyimpact.htm.  Independent PIAs can be conducted by external assessors and a register of external providers can be accessed through the Privacy Impact Assessment page of the website.  For further advice on PIAs, contact the Privacy team in the Directorate of Rights and Responsibilities (DRR).
5.
Personal information, as defined in section 6 of the Privacy Act 1988, means:

“information or an opinion (including information or an opinion forming part of a database), whether true or not, and whether recorded in a material form or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion”.
6.
To decide whether you should proceed with the PIC, answer the following questions.

Does the project you are working on involve any one or more of the following:

· collection of personal information?



Yes
(
No
(
· storage of personal information?




Yes
(
No
(
· use (within Defence) of personal information?


Yes
(
No
(
· disclosure (outside Defence) of personal information?

Yes
(
No
(
If you answered “Yes” to any of the questions above, proceed through the PIC.
If you answered “No” to all of the questions above, you do not need to proceed with the PIC.
7.
Before commencing the PIC, you should map the flow of personal information in your project or process.  The PIC will guide you through the IPPs from collection to use/disclosure.
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	If you require more detailed questions than those following to develop a greater understanding of the IPPs, go to Module E of the Privacy Commissioner’s Privacy Impact Assessment Guide 2006.


	IPP

1

Collection
Manner and Purpose
	1
	Is the personal information required, and necessary, for a lawful purpose directly related to a Defence function?

If no, the personal information should not be collected.
	Yes
(
No
(


	
	2
	Will the information be collected by lawful and fair means?
The method of collection must not breach a law, (eg interception of telephone calls or surveillance not otherwise authorised by law) or be unfairly collected (eg to imply mandatory collection when it is voluntary). 
	Yes
(
No
(



	IPP

2

Collection

Privacy Notices
	1
	a)  Is the personal information to be collected from the individual concerned?

b)  If yes, does the instrument used to collect the personal information contain a Privacy Notice?
Guidance on preparing a Privacy Notice is available on http://intranet.defence.gov.au/fr/Privacy/privacyq&a.htm
	Yes
(
No
(
Yes
(
No
(


	
	2
	Does the Privacy Notice state why the information is being collected?

The explanation should be clear but does not need to be prescriptive.
	Yes
(
No
(


	
	3
	Does the Privacy Notice state what the legal authority to collect the information is?

Personal information may be collected without a legal authority, however, if there is an authority, it must be stated.  This could be a piece of legislation (eg the Defence Act 1903, the Public Service Act 1999) or a Defence instruction.
	Yes
(
No
(


	
	4
	Does the Privacy Notice advise to whom, or which organisations, the personal information might usually be given?

This must specifically identify people/organisations/agencies for “disclosure” outside Defence and may generally identify the “use” within Defence.
	Yes
(
No
(



	IPP

3

Collection

Relevant

Correct

Current
	1
	Is all the personal information being sought needed for the purpose it is being collected?

If no, question its relevance and consider not asking for it.  Usually it will only be relevant if it has a use at the time it is collected.  Information should not be collected in the event it may have some future value.
	Yes
(
No
(


	
	2
	Is it being unreasonably intrusive on personal affairs to seek all this personal information?

Efforts not to intrude upon a person’s privacy must be made.  When collecting the information, try to avoid:

· questions about sensitive personal affairs

· seeking the same information from all personnel, when it is only needed from a specific group of personnel
· repeatedly and unnecessarily asking for the same personal information
	Yes
(
No
(


	
	3
	Is all the personal information collected up to date and complete?

Reasonable steps must be included to ensure the information is current at the time it is collected and that it gives a true picture of the facts.
	Yes
(
No
(
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4

Storage

Security


	1
	Does the project involve storage (physical or electronic) of personal information?

Where is it being stored?  Is the storage facility secure? Should the personal information be classified as XXX-IN-CONFIDENCE?
	Yes
(
No
(


	
	2
	Have security procedures been developed to protect the personal information from unauthorised access, use, modification or disclosure?

Details of security measures and/or privacy controls should be documented.  Except for CABINET-IN-CONFIDENCE, XXX-IN-CONFIDENCE is to be treated as RESTRICTED in accordance with the Defence Security Manual.
	Yes
(
No
(


	
	3
	Have measures been put in place to ensure security of the personal information disclosed outside Defence?

Instructions should be issued to people/organisations outside of Defence that they are not to pass any of the personal information disclosed to them to anyone unauthorised to receive it.
If a contractor is being engaged, you should make sure their contract binds them to the provisions of the Privacy Act 1988 and that they are made aware of their privacy responsibilities.
	Yes
(
No
(



	IPP

5

Records
	1
	Are there steps in place to enable people to ascertain whether personal information is being held about them, what the type or class of the information is, its purpose and how they can obtain access to it?
The personal information relating to Defence APS employees and ADF members falls within the generic category of “personnel records”.  For all other types of personal information, record-keepers are to separately maintain a record that describes the nature of the records and the purpose for keeping them, how long the records will be kept and who can access them and how individuals can access to their own records.
This information is reported annually to the Privacy Commissioner.
	Yes
(
No
(



	IPP

6

Access
	1
	Can the person about whom the personal information relates gain access to these records?

People should be able to access records containing their own personal information.  Limited exceptions do apply.  ADF members and Defence APS employees should first seek access to their personal information from the commander/manager holding the record.  Otherwise, access can be sought under the Freedom of Information Act 1982 and/or the Archives Act 1983.
	Yes
(
No
(



	IPP

7

Alteration
	1
	Are there processes in place to allow for corrections to be made to ensure accuracy, currency, relevance and completeness of records of personal information?

Having regard to the purpose for which the personal information was collected and its intended use, efforts must be made to ensure that all personal information is correct and will not be misleading.
	Yes
(
No
(


	
	2
	Can corrections be appended to any incorrect records of personal information?

Provisions should be in place to allow corrections to ensure accuracy of records.
	Yes
(
No
(



	IPP

8

Quality
	1
	Are there provisions to ensure the personal information in records is accurate and complete before it is used?

Defence is obliged under the Privacy Act 1988 to ensure that the personal information it holds is of a high quality before it is used.  All reasonable care must be taken by those keeping the records that the personal information held is accurate, up-to-date and complete.
	Yes
(
No
(
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9

Use - relevance
	1
	Is the personal information being used for a relevant purpose?

Identify the purpose and then determine whether the personal information is relevant to that purpose before it is used  
The relevance test applies to the use of personal information for any purpose, including the exceptions provided in IPP 10 (use) and IPP 11 (disclosure).  
Refer to your map of information flows and the identified purpose for collection.  Is all the information you have collected really needed to achieve the outcome?  Is there a relevant reason for each identified person/organisation intended to use this information?  Is it necessary to provide all the information or just part?
Even if use of the personal information for a particular purpose is relevant under IPP 9, it must still be lawful under IPP10.1.  Use of personal information is unlawful if the purpose for its use is different from that for which the information was originally obtained and none of the IPP10 exceptions apply (see below).
	Yes
(
No
(



	IPP

10

Use - limits
	1
	Will the personal information be used for the reason it was originally collected?

Defence must not use personal information for reasons other than for that it was collected, unless at least one of the following exceptions apply:

a. the person the information is about consents

b. use is considered necessary to protect against a serious and imminent threat to a person’s life or health

c. use is required or authorised under law

d. use is reasonably necessary to enforce criminal law, or a law imposing a pecuniary penalty, or to protect public revenue

e. use is directly related to the purpose it was originally collected

If any of these exceptions do apply, then the personal information may be used for the different purpose.  For exception 10.1.d, a note of such use must be made on the record.
	Yes
(
No
(



	IPP

11

Disclosure
	1
	Will the personal information be disclosed to non-Defence people or organisations?

Defence must not disclose (ie. release outside Defence) personal information to any other person or organisation unless at least one of the following exceptions apply:

a. the person the information is about has been told in a valid Privacy Notice, or is likely to know that it is common to make such a disclosure

b. the person the information is about consents

c. disclosure is considered necessary to protect against a serious and imminent threat to a person’s life or health

d. disclosure is required or authorised under law

e. disclosure is reasonably necessary to enforce criminal law, or a law imposing a pecuniary penalty, or to protect public revenue

If any of these exceptions do apply, then the personal information may be disclosed.  For exception 10.1.e, a note of such disclosure must be made on the record.
	Yes
(
No
(



	Note:

The questions in the PIC are generic but they capture the basic elements of the IPPs.  The questions can be expanded and/or reframed to suit individual purposes.  If after answering the questions and thinking about possible privacy impacts, you determine a more comprehensive assessment should be undertaken, go to http://intranet.defence.gov.au/fr/Privacy/privacyimpact.htm for further guidance.

At any time you can contact the Defence Privacy team in DRR on (02) 612 72958 or (02) 612 72959 for advice. 
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