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an application of information techrology for which a very
bright future had been predicted, but whose growth rate
has been subdued. This paper provides a study of a par-
ticular approach to EFT/POS which has successfully
addressed the factors which have held back progress.
Although some aspects of the application may not be
transportable due to particular cultural and institutional
factors operating in Switzerland, both the technology and
the principles are applicable in other countries.
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1 ELECTRONIC FUNDS TRANSFER AT POINT OF
SALE ,

EFT/POS refers to an arrangement whereby a.customer,
at the pointin time and space at which he purchases goods
or services; initiates the: transfer of funds from his own
account with a financial institution to that of his supplier,
using some form of secure identification and a secure elec-
tronic link. The common form of secure identification in
use at present is a plastic card with a magnetic stripe on the
back containing machine-readable data, combined with a
code or Personal Identification Number (PIN) which is
intended to be known only to the card’s owner. Descrip-
tions and discussion of EFT/POS systems and their eco-
nomics, politics and:impacts may. be found in Walters
(1989) and Clarke and Walters (1989). Transition appears
to have begun towards a plastic card with an embedded
chip containing a microprocessor and associated storage
(variously referred to as a ‘smart card’ or ‘chip-card” — see
Walters 1991).

The earliest EFT/POS systems were implemented in
the United States in the mid-1970s, and many systems
were initiated in the mid- to late-1980s. In some sectors in
some countries, there has been enthusiastic acceptance, eg
in service stations in the United States, Switzerland and
Australia, and in France more generally. In other cases,
there has been only a moderate level of interest, eg in
Australian’ supermarkets during the late' 1980s. There
have been some instances of abject failure and withdrawal,
eg in the New Zealand retail sector in the late 1980s.
Depending on the measures used, it can be argued that
France, Australia and/or regions of the United States have
to date achieved the greatest penetration of the potential
market for EFT/POS services.

Despite the highlevels of consumer support which ATMs
attracted in the late 1970s and early 1980s, EFT/POS
penetration has been much slower and patchier. An
EFT/POS system is of course a much more complex pro-
position, because it involves not just the financial institu-
tion and the consumer, but also a critical mass of mer-
chants and usually one or more third-party network
suppliers. In a number of countries, there have been institu-
tional constraints (eg the limitation of US banks to State
boundaries), infrastructural problems (such as inadequate
national network services), and consumer education short-
falls (eg lack of understanding of the differences between
credit, debit and charge-cards; and magnetic-stripe,
memory, ‘smart’ and ‘supersmart’ cards). Until recently in
Australia, the fragmentation resulting from incompatible,
competing services also contributed to confusion among
consumers, and to inadequate reliability, speed and con-
sumer convenience.

This case study describes one partlcular EFT/POS
application, and identifies key factors which appear to
have led to its success. The confidence with which general
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principles can be reliably inferred from a single case is of
course very limited. The circumstances are, however, sim-
ilar to those which hold in other countries, including Aus-
tralia. It is therefore suggested that careful consideration
of this report may be of benefit to parties throughout the
world who are currently contemplating, planning, design-
ing, constructing, implementing, operating, modifying or
abandoning EFT/POS systems.

2 RELEVANT ASPECTS OF THE SWISS
ENVIRONMENT

Switzerland occupies an area of 40,000 square kilometres
(about two-thirds the size of Tasmania), and half of that is
steep alpine country. In that small space, however, it has a
population of 6.3 million, about the same as New South
Wales. It is in at least one sense the wealthiest country in
the world, with a per capita Gross National Product about
double that of Australia.

There is considerable diversity and decentralisation
inherent in the country’s culture (four languages, with
many dialects) and political system (23 cantonal adminis-
trations and a federal government with very limited pow-
ers). The deep-rooted scepticism about centralised power
extends to the marketplace, where few industries are dom-
inated by a'single company. The marketplaces for financial
services in general, and credit-card services in particular,
are lively, competitive arenas, with a multiplicity of cards
in use, issued by a multiplicity of banks and non-bank
financial institutions. ,

There is considerable similarity between the retail sec-
tors of Switzerland and of other advanced Western nations
such as Australia. Supermarkets are similarly distingui-
shable from department stores and specialty stores, and the
general design of, and procedure at, checkout counters is
moderately consistent with those in many other countries.
A considerable proportion of sales are in cash, a limited
number are by cheque (more than in Australia, but far
fewer than in the United Kingdom and France), and there
has been a growing acceptance of credit card payment,
initially using manual vouchers and ‘flick-flacks’.

The nature of the Swiss banking sector is fairly familiar
to an Australian observer, with a small number of very
large and long-established banks controlling the payments
system, and thereby resisting incursions from the many
smaller and newer banks and non-bank financial institu-
tions. In general, banking services are a little less advanced
than they are in Australia. In particular, most ATMs are
only now being connected on-line to account details in the
host bank. On the other hand, the services are fairly well
integrated, in that the ‘ec-Card’ (the ‘ec’ stands for ‘Euro-
Cheque’) is issued by all of the major banks, and is
accepted not only by all of their ATMs, but also by termi-
nals at most petrol stations: A company owned jointly by
the major banks, Telekurs AG, runs a single processing
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centre, which holds details of valid cards and monthly
balances. This contrasts with the situation in Australia,
where, even after an amount of rationalisation has taken
place, there are still three separate ATM networks accept-
ing, respectively, the cards of two of the four major banks
and some other institutions; those of the other two majors
and some other institutions; and those of a large number of
non-bank financial institutions. The various Australian
EFT/POS systems are pow fully inter-connected,
however. ‘

There is a significant difference between the payments
system in Switzerland and that in Australia. In common
with most European countries, the dominant method of
payment by Swiss consumers has been and continues to be
via the national PTT’s ‘giro’ system. Cheques have only
come into common use during the last decade, and appear
unlikely to ever represent a significant percentage of
transactions. :

The transition from cash-registers to more complex
point-of-sale terminals has been under way in Switzerland
for some years. To date, the primary developments have
been for large corporations to integrate their point-of-sale
terminals more effectively into their own inventory and
purchasing systems. In some cases, proprietary EFT/POS
functionality has been incorporated in point-of-sale ter-
minals, enabling the retailer’s own card to be used as an
alternative to cash. Until the implementation of the system
reported on in this case study, there had been no installa-
tion of an open system capable of accepting a variety of
cards. ,

The Swiss PTT (roughly equivalent to Telecom Austra-
lia after its absorption of the Overseas Telecommunica-
tions Commission, OTC) provides sophisticated tele-
communications services. It has been far in advance of the
PTT ofits large neighbour, Germany, about the equivalent
of the (very differently structured) United States system,
and not markedly inferior to the world leader, Telecom
France. The Swiss PTT is well-advanced with its introduc-
tion of chip cards, with pilots completed, and some half-
million now issued. To date their principal purpose has
been to carry a complete audit trail of transactions and the
current balance on the card-holder’s account, capable of
being displayed on a device which is not attached to the
network. A multi-function chip card is being piloted (PTT
1988, 1990).

This report reviews a particular EFT/POS application,
which is being progressively installed throughout a large
chain of Swiss supermarkets, using products developed by
a Swiss company. The interests of the retailer, its custo-
mers, and the primary supplier are considered. The report
concerns itself with the period between 1986 and 1991,
and is based on interviews conducted in January and June
1991 with senior executives of the two main companies
involved, a demonstration of the equipment and proce-
dures, observation and use of the system in supermarkets,
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publicly-available brochures and ‘some internal papers.

- Because the system was launched by a retailer rather
than a'bank;itis of far more than' merely local or European
interest. Although the details of implementation are spe-
cific to the Swiss environment, it is possible to infer some
general principles. In addition, the equipment and software
are directly applicable in other countries  which have
adopted international telecommunications standards.

3 MOTIVATIONS 0

3.1 The Retailer’s Perspective:

Migrosis alarge Swiss conglomerate, comprising a dozen
regional cooperatives’ operating: a number of services,
including ' supermarkets, retail ‘stores; :service - stations,
travel agencies and a bank: A joint Head Office operates
out of Zurich. The chain of over 500 supermarketsis the
largest in the country, with 1990 turnover of about 10,000
million Swiss Francs: (about the same in Australian dol-
lars). Migros’ own Bank is small in comparison to the four
giant institutions, but is nonetheless significant in terms of
the value of turnover and deposits, and the number of
customers and cards on issue.

Mlgros has a very strong commitment to commumty
service, a philosophy which is expressed in its Constitu-
tion, and embedded in its managerral and operatlonal
culture. The Mlgros cooperative movement has had along
and strong aversion to credit, and to credit cards, and its
EFT/POS services have therefore been based on debit-
cards, which access the card-holder’s own funds, rather
than borrowing against a line of revolving credit,

In the mid-1980s, the Finance Director of the Migros
Group of Cooperatives, Hr J. Kaufmann, was concerned
that EFT/POS systems would be implemented by the
banks, under conditions and charging structures suitable to
themselves rather than the retailers and consumers. This
has been the case in many countries, particularly in the
country’s neighbour, France. The Group therefore decided
in 1986 to develop its own EFT/POS system which would
be ‘open’ in the sense that it would accept, and process
on-line, cards issued: by many different organisations.
Migros and other retailers formed an associationin 1988,
which has successfully precluded the banks from control-
ling EFT/POS in Switzerland, and ensured that the open-
ness concept is-intrinsic to the Swiss EFT/POS system.

Participants whose interests needed to be taken into
account were retail merchants, banks, the PTT, and manu-
facturers and suppliers of hardware -and software. Most
critical, however, were the customers (and, in: Migros’
case, members). Exhibit 1 shows Migros’ interpretation of
their: most- critical requirements (translated from Pfister
1988):

Exhibit 2 summarises Migros’ view of the most impor-
tant cost and benefit factors (translated from Pfister 1988).

For: both:banks: and retailers, cash transactions are
relatively expensive (because of the high cost of labour-

Exhibit 1. Customer Requirements Relating to Payment
Options at Point of Sale

— the ‘modern’ customer

— wants simple, quick and secure payment at.the point of sale.

— isprepared to take part in the payment process by moving the card
through the reader and keying the PIN (self-service principle)

— wants to be able to make purchases up to the limit of his account

— the ‘careful’ customer

— wants to be able to access at any time the current balance on his
account

— wants to receive a comprehensive and understandable receipt for
every purchase

— wants_to have his cashless purchases cxpressed clearly on his
statement

— the ‘emancipated’ customer

— wants to choose his own payment means (Mlgros Card ec-Card,
PTT-Card, Migros-cheque, cash, etc)

— wants to be able on occasions to withdraw cash in shops

— the ‘parsimonious’ customer

— knows that cashless transactions keep his money in his account
longer and thereby earn more interest

—'wants to gain from cashless shopping without” paying extra
charges

Exhibit 2: EFT/POS Costs and Benefits

CUSTOMERS

Costs.

— . account costs (no additional costs for ex1stmg account holders)
— statement charges (free statements twice per annum)

Benefits A ‘

—. payment convenience (no forms quicker serv1ce)

— ability to purchase 1ndependently of cash -holding and bank opening
time

— no cash loss and theft risks

— more interest as a result of keeping money in account

s

RETAIL MERCHANTS

Costs

— hardware and software investment

— running costs of the system

— education costs for shop staff

—  higher control and reconciliation costs
— advertising costs '

Benefits

— reduced cash-handling (countmg, sorting, packing, transport)

— .decreased risk of theft and robbery due to decreased cash holdings
— decreased credit card commission costs

— . speedier point of sale process

— speedier transfer of funds into the company’s account

— cost recovery from card issuers

CARD-ISSUERS (BANKS, PTT)
Costs

— hardware and software investment
— running costs of the system

— communications costs

—  advertising costs.

Benefits ) B . ,
— simplification and automation of payments (cf cash and cheques)
- decrease in the issue and receipt of coins and -banknotes.

intensive cash receipt and dispensing), and. so- too are
cheque transactions, which require physical handling and
capture, and whose full costs are of the order of 2-3 Francs
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per cheque. Since the cost of EFT/POS transactions
(assuming moderately high volumes) is of the order of
20-80 cents each, the costs of banking could be reduced by
replacing cash and cheque transactions with electronic
ones. The extent to which these savings would accrue to
the bank or the retailer would depend on negotiations. In
addition to reductions in cash-handling costs, the lower
opportunity costs of cash-holdings would be significant.

There were potential benefits for Migros’ customers/
members also. One source was lower prices resulting from
the lowered cost-structures of Migros and the financial
institutions. More directly, there was a possibility of time-
savings at checkout-counters. For example, a study in
Zurich showed that about half of the time spent at
checkout-counters was involved with payment rather than
the handling of goods, and that time and money might be
saved. Where the customer pays by cheque (which is
common in countries with cheque guarantee cards, such as
the United Kingdom and France), payment requires some
two minutes after the cost of the goods has been totalled. A
reduction to, say, 30 seconds, would therefore result in
measurable benefits such as fewer checkout positions,
staff salary savings and/or more satisfied customers, and
more space for product display (Hinnen et al 1987). These
studies are not conclusive, however. Payment in cash is a
relatively'quick procedure typically involving about only
15 seconds after the cost of the goods has been totalled.
Hence, where electronic means means replace cash pay-
ments, EFT/POS offers less significant time-based finan-
cial savings or other improvements. Other advantages to
consumers are the convenience of cashless shopping, the
decreased risk of loss of cash, and the possibility of with-
drawing cash at the checkout till.

Other important changes are under way in point of sales
operations, including the scanning of machine-readable
product-numbers and the auto-weighing and charging of
bulk and fresh'goods, both of which relieve the checkout
assistant of keying some or all of the prices or goods
identification codes, and may in due course lead to self-
service checkout, with resulting labour-savings. Migros
chose to deal with those technologies in a separate (though
related) project, and this case study accordingly leaves
those developments to one side.

3.2 From the Primary Supplier’s Perspective

Ascom Autelca AG manufactures a variety of equipment,
including coin-operated telephone and ticket vending
machines, ATMs and EFT/POS terminals. The company
operates out of Bern, the Swiss capital. With its experience
in ATM networks for the banks and the PTT, and petrol
station EFT-terminals, the company anticipated that card-
issuers would not be able to agree common technical
requirements for EFT-terminals. It concluded that com-
petitive advantage would accrue to a supplier which could
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implement, using a single family of terminals, applications
which satisfied each card-issuer’s specifications, read
cards which used different technologies (in particular,
magnetic stripes and chip-cards), and provided a range of
alternative security levels.

Ascom Autelca’s - motivations were therefore to
develop a new line of business leveraging on their existing
strengths, and thereby to enter a new market which pro-
vided significant growth prospects. The company had a
strong preference to develop a family of products which
would satisfy a real consumer need, rather than adopting a
technology-driven approach. In this way, the company
reasoned that it would maintain long-term market-share
and volume, gain repeat business, and thereby have a
longer period in which it could recover its substantial
initial investment. During the company’s early discussions
with Migros, in the mid-1980s, it was apparent that this
desire for a genuine, long-term solution to the needs of the

various parties, was common ground.

4 STRATEGIC DECISIONS
4.1 Retailer Strategy
Migros sought a solution which would be convenient and
attractive to its customers, and which would involve paral-
leling of the tasks of calculating the total owed, and prepar-
ing for payment. In effect, customers’ free time while
waiting for the goods to be totalled would be put to good
use as gratis labour, as they swiped the card and keyed the
PIN. This dictated the need for an additional piece of
equipment, located in front of the customer.

The responsibilities of the primary participants were
conceived as follows (translated from Pfister 1988):
The retailer:
— drives the payment process;
— enters, or ensures the entry of, the payment details;
— journalises the payment details;
— provides a receipt to the customer; and

The bank:

— issues the customer with the card and PIN;

— verifies the identity of the terminal;

— verifies the PIN;

— checks the capacity of the account to support the trans-
action (eg that the account is not suspended and that
there are adequate funds);

— debits the customer;

— credits the merchant; and

— provides a periodical account statement to the
customer. :

Migros had a long-standing policy of using multiple
equipment suppliers, and wished to retain that policy. It
was concerned to provide its constituent regional coopera-
tive with choice, not only as to their supplier but also in
relation to the type of cash register used. In addition, it
wished to allow for a long transition phase, because (in the
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normal cycle of re-fitting) some shops had only recently
installed relatively modern, but non-programmable, cash
registers.

Because of the large number of locations which were to
be served by EFT/POS, and the need to provide connec-
tions to several different banks, the PTT’s X.25-based
service, Telepac, was selected as the communications
network. It was decided to support conventional
magnetic-stripe cards in the first instance. The chip-card
was perceived to have several potential advantages over
magnetic-stripe cards, including:

— PIN validation with or without access to the host;
— storage of the audit trail on the card
— non-copyability; and

— the capability of supporting a range of services with a

single card.

It was therefore dec1ded that the system should be con-
ceived in such a manner that chip-cards could be sup-
ported as and when that facility came to be needed.

To ensure the customer’s 1nformat10n privacy, Migros
decided that the merchant’s terminal was not to display
any personal details other than those essential to complet-
ing the transaction; and the system was not to store any
personal details other than those essential in ensuring an
effective audit trail. This meant that Migros intentionally
excluded the option of collecting data concerning custo-
mer buying behaviour, whether for its own use or for sale
to and use by third parties. This contrasts with develop-
ments in the United States, where some merchants are
trafficking in customer profile data, in some cases purchas-
ing from consumers the right to do so, in others without the
customer being aware of the activity.

As a further element of the strategy of attracting cus-
tomers to EFT/POS as a way of life, Migros decided to
provide standalone ‘units in:the entrance areas of their
stores, to enable customers to check their account balances
before and after payment.

4.2 Supplier Strategy

Ascom Autelca is not a cash- reglster manufacturer, and
did not: intend enteringinto competition. with such com-
panies. The company wished to address, at least in'the first
instance, the large retailers, who have a significant number
of cashregisters in each retail location. Another important
consideration was to be able to support not only those
points of sale which had modern programmable electronic
cash registers, but also those which were fitted with older,
but quite serviceable, models. These factors all suggested a
solution based on a retail-site concentrator, rather than a
cash-register with its own direct network link. -

The company also wished to confront the spectre of a
backlash by the public against telecommunications-based
services at some time in the future. In Switzerland, neither
the public nor the private sector is subject to any form of

data protection ‘legislation, but the  public has recently
become more highly sensitised’to privacy-issues, particu-
larly as a result of the Kopp affair. During a 1989 investi-
gation into a case of ‘pillow talk’ by the then Attorney-
General to her financier husband, it accidentally became
public that the Federal Police had for nearly 40 years
‘maintained secret surveillance of some 140,000 Swiss
citizens and 580,000 aliens. This has resulted in the tradi-
tional Swiss scepticism about large orgamsatlons (public
or private) being exacerbated.

Finally, Ascom Autelca did not perceive EFT/POS in
major retail stores as a phenomenon independent of other
areas of development. EDI is growing quickly, and public
access to a variety of services (such as directories, public
transport timetables and reservations, home banking and
tele-marketing/tele-shopping) is emerging. The Swiss

PTT is running a number of community-based pilot pro-

jects,including an ‘electronic cash’ or ‘value-card’ system,
in the city of Biel (PTT 1988, 1990). Ascom aimed for a
conception which would enable it to capitalise on its
investment in EFT/POS technology by using equipment
from the same family to. support such other innovative
applications as appeared likely to-gain in popularity.

S THE CARDOMAT EFT/POS SYSTEM

The planning phases of the Cardomat/Migros project took
place in the period 1985-86. Migros gave the go-ahead for
1mplementat10n in May 1986, and the first site ‘went live’

in April 1987, initially supporting only Mlgros own card.

In June 1987 the PTT agreed that its cards could be used
on the system, and this service went live in February 1988.
Agreement was reached with the banks in June 1989 for
the ec-Card also to be accepted in open EFT-terminals.
The specifications for this were published in December
1989; and implemented in June 1990. The remainder of
this paper concentrates on.the scheme as: it has been
piloted in several of the regional cooperatives, and is in the
course of implementation in the remainder, throughout
Switzerland, during 1991-92. '

5.1 Overview

The hardware, software and procedures were developed
by Ascom Autelca AG, in close association with Migros.
The generic product is called EFTOMAT, and the initial
version implemented with and for Migros is called CAR-
DOMAT.: To avoid the amount of information becoming
unmanageable, this case study has been restricted to the
Migros implementation. Exhibit 3 provides:a simplified
overview of the system as a whole, comprising point-of-
sale:: equipment, concentrators, network: and - host
machines.

Ascom Autelca has delivered its software in a form
compatible with cash registers from a number of different
suppliers. Together the models cover more than half of the
current market in Switzerland, and a significant propor-
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Exhibit 3: Cardomat/Migros Overview (based on Migros
Diagram of December 1990)
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tion of the European market as a whole. The national X.25
network, Telepac, operated by the Swiss PTT, is the main
message-carrier, although the public switched network
can also be used, depending on the type of terminal.

The following sections present the point-of-sale
equipment and concentrator design, the cards supported
and services provided, and the operating procedures from
both the customer’s viewpoint and the technical perspec-
tive. A final sub-section discusses security, integrity and
reliability aspects.

5.2 Point-of-Sale Equipment and Concentrator
Design
There are two alternative terminal designs, one main-
stream, the other tansitional. The transitional arrangement
is for sites which have recently installed new cash registers
which are not programmable, or which are not able to
support an additional interface. Because this component
raises no substantial issues, it is not further reported on
here.

The Integrated Cardomat Terminal comprises two
physically separate elements:
— an electronic cash register, supplied by a cash register
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supplier, but incorporating software and interfacing
defined by Ascom Autelca; and
— a customer module supplied by Ascom Autelca.

The Electronic Cash-Register (ECR) comprisesi
— a device for capturing price or goods identity data (ie

keyboard or scanner);

- a display screen for the checkout assistant;

— a display screen for the customer;

— a cash drawer;

— a printer, for customer receipts;

— an audit trail mechanism (eg a separate printer and/or
cassette or diskette);

— a programmable processor;

— a program-loading facility (typically one or more slots
for ROM-cards).

The ECR must be fitted with software and an interface
which implements Ascom Autelca’s specifications. The
functions performed are:

— acquisition of the amount of the transaction from the

ECR’s internal storage;

— communication with the host (via the Customer

Module and Concentrator);

— receipt of a return code; and

— passing of the authorisation back to the ECR.
Naturally the implementation involves close cooperation
between Ascom Autelca and the cash register supplier. In
accordance with Migros’ long-standing policy, several
suppliers are approved, including NCR (a long-standing
supplier of point of sale equipment to Migros), ICL (which
has not previously been a supplier, but has long experience
in the retail industry), Sweda and IBM. Under Migros’
Constitution, each regional cooperative is free to make its
own decision as to which supplier and model it selects.

The Cardomat Customer Module is a separately
housed device, manufactured and supplied by Ascom
Autelca (see Exhibit 4). It comprises:

— a card-swipe, for ISO 2/3 cards and chip-cards;

— a numeric keyboard,;

— six special keys; and

— a small display screen. :

The keyboard and display are recessed. The keyboard is
set-at 20° above the horizontal. The 20-character display
is set above the keyboard and at a higher angle. The
numeric keys have the conventional alphabetic equival-
ents printed on them. The six special keys are colour-
coded. The device may be table-top, stand- or wall-
mounted, with the card-reader either vertical or
horizontal. ‘

Each ECR is connected to its Customer Module, and
each Customer Module to a purpose-designed Cardomat
Concentrator which connects up to 93 devices to Telepac,
and hence to the card-issuers’ machines. The concentrator
comprises a processor, modules handling communications
with both the terminal modules and Telepac, storage (a
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Exhibit 4: Cardomat Customer Module. /" . =

hard disk), and a printer. In addition to its primary, real-
time functions, the concentrator maintains an audit trail
(which includes-the card-id and:transaction-amount, but
under no circumstances the customer: account-balance).
The journal and: traffic: statistics ‘can be printed and/or
uploaded to the:merchant’s'own processor, to enable cen-
tralised network management and problem-investigation.

The Cardomat Customer Enquiry Terminal comprises
a'stand-alone Cardomat Customer Module, with software
which provides a display of the account balance, or the
amount remaining available for use during the current day
or month (which of these applies, depends on which card
the customer uses). This class of terminalis installed in the
entrance area to' supermarkets, to allow: customers to
check their balances, partlcularly before and after making
purchases.

' The Infotel Customer Enquiry Termmal provides a
service exclusively for holders of PTT Postomat-Plus
cards. Each such chip-card contains an audit trail of tran-
sactions undertaken using it, and this terminal is a stand-
alone unit which reads the chip and displays the transac-
tion data it contains. Infotel terminals are owned by the
Swiss PTT, but are relevant to this case study partly
because they are manufactured by Ascom Autelca, but
particularly because they -are installed at Migros super-
markets at the same time as Cardomat, as a service to
customers, and a means of piloting chip-card services for
the public.

5.3 Cards and Services Supported

Three cards are currently operanonal under the Cardomat/

Migros system: :

— Migros’ own M-Card, a convennonal magnetic-stripe
card, issued gratis to account-holders by the: Migros
subsidiary Migros Bank;

— the PTT’s Postomat-Plus Card, a chip-card issued gra-
tis:to. account-holders by the postal service; and

— the -ec-card, .issued by the major Swiss banks to
account-holders against an annual fee. It is a conven-
tional magnetic-stripe card.

The terminals are on-line to the Mlgros Bank’s system,
enabling on-line verification. The PTT database, on the
other hand, is only updated periodically, and the ec-Card
service is on-line only to the Banks’ front-end processor
run by Telekurs AG, not to the Banks themselves, and the
Telekurs database is only updated nightly. The services
available therefore vary:

— purchases up to the level of account-balance (M- Card)
Fr.3000 per month (Postomat-Plus Card), or Fr.2000

- per day (ec-Card);

— cash withdrawals up to Fr.1000 per transaction (M-
Card), or Fr.300 per transaction (Postomat-Plus Card).
At present the Banks do not permit cash withdrawal
against an ec-Card; and

— display of the current account balance (M-Card), the
purchase-balance remaining for the month (Postomat-
Plus Card), or the card-limit remammg for the day
(ec-Card).

The M-Card service has been available since the first
trials of Cardomat in 1987. Postomat-Plus: cards have
been supported since 1988, and are important to Migros
because of the very large number of people who are used to
using PTT services, and the very large card-base. Because
it is a chip-card, and contains a complete audit trail, it is
also possible to display the transactions which have been
undertaken using the card; this service is only available on
Infotel Customer Enquiry Terminals, however.

The ec-Card service was added in 1990, and involves
delicate ‘feeling-out’ of the bounds of collaboration within
a competitive environment. This card can also be used for
a number of off-line services, including as a cheque-
guarantee card, at 2,500 Bancomat ATMs owned by the
banks, and at off-line terminals at about 2,000 petrol
stations.

It has been an important aspect of Ascom Autelca’s
strategy to ensure that, in principle, any card and a wide
range of services, can be supported within the existing
architecture, merely by implementing an appropriate ver-
sion-of the software in: the Customer Module and/or
Concentrator.

5.4 Cardomat Operating Procedure — Customer
Viewpoint
To pay for goods using Cardomat the customer swipes the
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card and keys the PIN. A series of instructions and mes-
sages is shown on the small display. Except for the final
step, the customer may undertake these actions independ-
ently of the checkout assistant’s registration of the custo-
mer’s goods. The response is displayed within a few
seconds. A purchase may be paid for wholly by card,
wholly in cash, or partly in cash and partly by card, and the
customer can tell the checkout assistant which option he or
she wishes to use at any time until the registration of the
goods has been completed. Depending on which card-type
the customer uses there are minor differences in the proce-
dure, such as when the card can be removed from the
cradle, and whether it is necessary to strike the ‘OK’ key to
complete an action.

Cash withdrawal (available in the cases of M-Card and
Postomat-Plus card, but not in the case of the ec-Card), is
not included as part of a purchase, but is handled as a
separate transaction. The amount of cash which may be
withdrawn is limited, but the frequency with which with-
drawals may be undertaken is not.

The Cardomat Customer Module is designed to deal
appropriately with all conceivable errors and idiosyncra-
sies in the customer’s actions. For example, one circum-
stance which was inadequately handled by early versions
of the software was repeated swiping of the card (eg due to
slow response on the display panel). The messages appear
in the language appropriate to the language-code on the
card (German, French, Italian or English). A part-
completed transaction can be annulled by the customer at
any time until the message is sent to the host.

The printed voucher contains full details of the transac-
tion, including date, time, shop and location, the nature of
the transaction (purchase or cash withdrawal), the prices
of the individual items (but until such time as bar-code
scanning is introduced, not the item description), the total,
the amount paid in cash and by EFT/POS, the card
number and a voucher number (EFT-number). Transac-
tions are printed, including varying degrees of detail, on
the periodic account statement provided by the card-issuer
to the card-holder.

5.5 Cardomat Operating Procedure — Technical -

Perspective

The manner in which a Cardomat transaction is processed

is a function of a number of factors, particularly the cost-

structure set by the PTT for Telepac packets, the design of
the card-issuer’s processing system, and the presence or
absence of a processor on the card itself.

The verification functions which need to be performed
are:

— card verification: that the card is available for the tran-
saction (in particular it must exist, be date-valid, must
not be barred, and must be empowered to conduct the
particular transaction);
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— PIN verification: that the PIN is correct for that card,;

— account verification: that the account with which the
card is associated is available for the transaction (in
particular it must exist, must not be barred, and must be
empowered to conduct the particular class of transac-
tion). Note that the relationship between cards and
accounts is not 1-to-1 butmany-to- 1,ie more than one
card may be associated with a single account, typically
one for each spouse; and

— amount verification: that the amount of the transaction
is within the approved limit.

The processing functions which need to be performed
are: :
— debit to the card-holder’s account with the card-issuer;
— credit to the merchant’s account with the card-issuer or
to the card-issuer’s financial institution, as appropriate
to the circumstances; h
— provision of a receipt to the customer; and
— provision of a voucher to the merchant.

In addition, a set of audit trails must be maintained,
which is sufficient to resolve ambiguities and disputes and
provide evidence to the courts, but is not unduly expensive
given the low frequency and financial significance of such
ambiguities and disputes.

The manner in which these functions are performed is
different in each case, because of the different configura-
tions of the cards, accounts and services involved. In the
case of Migros’ own M-Card, the procedure is as follows:
— when the customer has swiped the card, keyed the PIN

and quitted with-the ‘OK’ key, and the checkout assist-

ant has approved the transaction amount, a transaction
is passed via concentrator and Telepac to Migros

Bank’s processor;

— all verification functions are performed in the Migros
Bank processor. Because the Migros Bank has its
account balances on-line, the transaction amount is
tested against the funds in the account (Migros does not
provide consumer credit, and hence the test is against
the actual balance in the account); and

— if all verification tests are successful, the processing
functions are performed, and an affirmative return code
issent via Telepac and the concentrator to the Cardomat
terminal, causing a receipt to be printed. If, on the other
hand, the transaction is rejected, the return code is
negative, and a delicately phrased message is displayed
to the checkout assistant.

In the case of the PTT Postomat-Plus card, the proce-
dure is similar. The most significant difference is that the
PIN verification function is performed in the chip on the
card itself, by comparing the PIN keyed against that stored
in the chip. Another difference is that the PTT authorises a
maximum amount in any calendar month, and the amount
verification is therefore against an approved maximum
amount rather than against an account balance. Because
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Postomat is a:‘smart card’, further possibilities exist. How-
ever the card does not at present contain data such as
account balance or card and account barring.. Such data
could be down-line updated from the host, but with a delay
factor of one business day, because the host database is
currently updated overnight in batch mode: Until the host
is-updated on-line and accessed from Cardomat terminals
on-line; increased sophlstlcatlon in-Postomat-Plus. card
processing seems-unlikely. - :

The processing of the ec-Card drffcrs in the fo]lowmg
significant respects from:the other two card-types:

— as soon as the card is swiped; the card-number is trans-
mitted from:the Cardomat Customer Module via the
concentrator across Telepac to the Telekurs processor;

— the card and account verification functions are per-
formed on the Telekurs host. If appropriate, a rejection
is'sent to the Cardomat Customer Module. If, however,
the transaction is conditionally approved, a ‘PIN offset’
and the maximum authorised amount. (based. not on
account balance, but rather a dally limit) are transmit-
ted to the terminal;

— the Cardomat Customer Module performs the amount

verification process;

— PIN verification is performed in another way entlrely
The PIN off-set is received in the Cardomat Customer
Module from the Telekurs host via Telepac and the
concentrator. The PIN-pad contains a security-module,
supplied by a Belgian company (and whose internal
specifications are unknown to Ascom Autelca), which
verifies the PIN keyed -against that expected on the
basis of the PIN offset;.and. ;

— if all verifications are successful, a second transaction
(comprising: essentially card number and amount) is
transmitted from terminal to host, and a receipt printed
at the terminal."When: acknowledgement is received
from the host by the Cardomat Customer Module the
~transaction is completed.

The ec-Card solution, although in some respects,more
complex and therefore more expensive to implement and
more error-prone, enables a shorter delay from approval of
the transaction at the point-of-sale until the receipt com-
mences printing'(reported by Ascom Autelca to be about
two seconds'compared with about six seconds).

From the perspective of this case study, and EFT/POS
transaction processing in general, the diversity of solutions
appears-to be excessive. The reasons are partly historical
(modifying the various host systems-to optimise Cardo-
mat/Migros’ simplicity: would have: been" slow, error-
prone, expensive and politically difficult), partly based on
political and competitive factors, partly based on philo-
sophy (Migros Bank was not prepared to transmit account
balance to a terminal on the premises of another organisa-
tion), partly. based on differing assessments of the future
directions. of -the- PTT’s charging structure, and partly
based. on. differing. assessments of future host response

times (eg.processor and storage capacities, and software
and database management system characteristics).

5.6 Security, Integrity and Reliability Aspects

Data security and integrity are important: considerations
(see, for example, Schmitz 1989, Weber 1989 and Clarke
1990). From the viewpoint of the banks and merchants, it
was necessary to ensure that funds transfer was accurate,
reliable and. resistant: to interception. and unauthorised
modification. This was in large measure achieved through
the use of the Telepac network, PINs, and in the case of
Migros’ own card, on-line account balance checking.

-- A transaction may not be approved due to difficulties
with the card. The major circumstances in which this arises
are: -

- multlple unsuccessful PIN entrlcs

— stopped  cards, in particular. those that have been
reported missing, and those which have been cancelled
by the card-issuer, eg due to insufficient funds;

— out-of-date cards, ie. whose period of validity has

-expired; and :

— early cards, ie whose perrod of vahdlty has not yet

commenced. ,

In all of these cases, the offer of payment by card is srmply
declined by the checkout assistant, and no further action is
taken — Migros has refused to perform any security func-
tions such- as the capture of stopped cards.

From the viewpoint of the reliability of the service, the
terminals include an emergency electricity supply which
enables an appropriate completion or suspension of trans-
actions which are in process at the time of a power failure.
During periods in which the system is unavailable, a fall-
back system involving paper vouchers is used. For Migros
cards and PTT cards, this uses an ‘emergency voucher’.
This is accepted by the card-issuer at no risk to the retailer
for an amount of no more than SF300. Although this is in
principle a_very, insecure mechanism, it is relied upon
sufficiently infrequently and unpredictably, and there has
been a sufficiently low incidence of fraud, that it is retained
as a means of customer convenience.

-Inthe case of the ec-Card, the only fallback is the use of
a Euro-Cheque (which is a payment instrument issued to
bank customers in blocks of 10 looseleaf sheats, rather
than in bound booklets of 30 or more sheets asis normalin
the United Kingdom and Australia).

6 PRESENT AND FUTURE

6.1 Implementation Experience

From a marketing perspective, it was critical that the
public quickly come-to terms with the system and its
advantages for them. Brochures and advertising placards
concentrated on pictures rather than text, on the extra
interest which could be earned by keeping cash in a bank
account rather than in a wallet or purse, and on speedier
service at the checkout counter.
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Although deposit rates in Switzerland are extremely
low (1.5-4% pa cf 7-11% pa in Australia), the volume of
cash is very high, due to the absence of a widely-used
chequing system, and a standard of living about double
that of Australia. On the assumption that the amount of
cash carried by Swiss people is of the order of 1-5000
Swiss Francs, conversions to cashless operation would
offer an actual interest-income difference of 30-200 Swiss
Francs pa. A further promotional measure was the offer,
during the implementation phase, of a bonus of 0.50 Swiss
Francs for each cashless purchase transaction.

The level of use during pilot implementation in 1986-
87 was 50-100 transactions per day for purchases and
cash withdrawals. The proportion of all purchases under-
taken using Cardomat has been as high as 12% (in Winter-
thur, a medium-sized, German-speaking industrial city).
The size of cashless transactions was on average higher
than for cash transactions. There was a further 25-50
transactions per day for display of account balance alone
(ie at Cardomat Customer Enquiry Terminals), which
suggested firstly that many consumers were taking advan-
tage of the ability to check the accuracy of transaction
processing, and secondly that there may be a strong desire
to avoid embarrassment at the checkout counter by having
too little in the account to cover the purchase. To date, on
the other hand, use of Infotel Customer Enquiry Terminals
has been very low. On the basis of surveys conducted to
date, the cash withdrawal facility was regarded as a signif-
icant service, and the majority of checkout assistants
regarded the Cardomat system as simple to use.

The self-service principle in relation to card and PIN
has proven satisfactory in practice, and an essential step in
paralleling the activities of registration and payment, and
hence reducing, or at least maintaining, the speed of ser-
vice at the point of sale. The time spent at the checkout
counter, however, has proven to be scarcely any different
from that for cash-based transactions, which is in contrast
to expectations, and to the advertising brochures.

From a cost/benefit perspective, the merchant is faced
with additional equipment investment of several thousand
Swiss Francs. After the initial staff training costs, some
ongoing refresher training and training of new staff must
also be taken into account. Reconciliation and dispute-
resolution costs are currently higher, although this would
appear likely to be a transitional factor. On the positive
side, funds reach Migros’ own bank accounts on the same
day as the transaction instead of one day later, and bank
charges for cash-handling of about one Swiss Franc for
every 1000 in cash turnover are able to be saved. Other
advantages which have been realised are:

— a system open to all cards in principle, and many cards
in practice;

— retailer choice of cards which are to be accepted,;

— no commission paid by the retailer on debit-card
transactions;
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— decreased commission paid by the retaller on credit-
card transactions; and
— communication costs paid by the card-issuer.

6.2 Future Developments

Cardomat is being progressively installed in all large and
medium-sized Migros supermarkets, subject to the deci-
sions of the individual regional cooperatives. It is being
considered for Migros specialist retail outlets, in insurance
(Secura), bookshops (ex libris), travel agencies (Hotelplan)
and service stations (Migrol).

Ascom Autelca is actively selling the generic product,
EFTOMAT, to other merchants, particularly to the larger
specialty shops, and to stores operated by Migros’ major
supermarket competitor, Coop. In its present form, the
system is less applicable to small, single-site retailers.

In principle, EFTOMAT is capable of connection to a
wide range of card-issuing organisations, including credit-
card companies, although in Migros’ case, the coopera-
tive’s philosophy and Constitution precludes the accep-
tance of credit-cards. Coordination with the parallel
EFT/POS developments of other large retail groups is
being investigated. The Swiss subsidiaries of credit-card
operators (importantly American Express, Diners Club,
EuroCard and Visa) have published a specification to
accept their cards at on-line terminals. (In Australia, the
majority of transactions entered into EFT/POS terminals
to date have actually been such credit-card rather than
debit-card transactions). Cardomat is designed in such a
way that the difficulties of accornmodating these and other
cards is not great.

Petrol cards are issued by the major oil-companies such
as Shell, BP and Esso, and also by the Migros subsidiary,
Migrol. For some years now, most service stations have
been equipped with terminals providing first-generation,
off-line EFT/POS capabilities (integrated with unat-
tended, cash-payment, self-service functionality), and it
may therefore be some years before the opportunity arises
for EFTOMAT to address this market.

There are also a number of important ‘house’ charge-
cards in use in Switzerland, such as those of the major
department stores, Globus, Jelmoli and Loeb, and it is
technically possible for these to be accommodated by
EFTOMAT. Jelmoli is of particular interest, because its
house-card was first issued (on metal) in the 1930s, and it
has a large, active and affluent card-base, perhaps exceed-
ing 250,000. As with service stations, however, any expan-
sion of EFTOMAT into this sector would have to be timed
to coincide with the renewal of point-of-sale equipment.

Itis possible that the banks may approve cash withdra-
wal, and provide on-line connection to their accounts, and
hence improved verification of transactions and removal
of arbitrary limits on card use. They may also perceive it to
be to their advantage to offer higher transaction-subsidies
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to Migros, in order to encourage reductions in expensive
cash, cheque and credit-card transactions.

7 CONCLUSIONS

This : case study has described Ascom Autelca s
EFTOMAT EFT/POS product, with particular reference
to its firstimplementation, under the name CARDOMAT,
in Migros’ supermarkets. The system’s technical features
have been outlined, in the context of its economic, com-
mercial and social purpose. The system resulted from
synergy between Migros® vision of an open EFT/POS
system, dominated by retailers rather than card-issuers,
and the experience, orrentatlon strategy and capabrhtres
‘of Ascom Autelca. ,

The gains from EFT/POS appeartobe potentrally large
enough that each of the various parties (retailers, financial
institutions, consumers and suppliers) can all win, The
distribution of benefits among them, however, must be
such that all parties have sufficient incentive to actively
participate. Effective implementation is therefore con-
tingent upon the critical success factors being identified
and addressed at an early stage in the development of the
system. ‘Two clusters of important considerations arise
from this case study. For further discussion of some of
these points in the Australian context, see Clarke and
Walters (1989) and Walters (1989) and (1991).

The first cluster of conclusions relates to system
architecture:

— ‘business openness’ is vital — all EFT/POS termrnals
need to accept all cards;
— archrtectural openness is v1tal
Either: -
— the. mfrastructure should be common; or
— if several networks. exrst then 1nteroperab111ty must
be achieved; and
— ‘technical openness’ is needed, to underpin the first two
requirements. By this is meant commitment to interna-
tional telecommunications standards. '

The other cluster of conclusions relates to consumer
acceptance:

— successful EFT/POS system design demands a strong
affinity with the retail point-of-sale environment, and
more generally with consumers;

— consumer convenience is vital, in particular through:
— support for a wide range of cards;

— speed of service at.the checkout counter;
— availability of a cash withdrawal service; and
— provision of a facility to check funds availability;

— the consumer must be active in the payments process, .

through direct interaction with a customer terminal
which accepts the card, displays instructions and infor-
mation, and enables keying of the PIN; ;

— privacy-sensitive design is important, including
_shielded keying of the PIN, display of account-balance

on the customer terminal only, and non-retention of
personal data; and :
— consumer education is vital (in partrcular, promotlonal
. material needs to stress the system’s simplicity, conven-
ience and economic -benefits), and so is consumer
encouragement .(eg through a rebate on card-based
transactions).

The extent to which these conclusions are applicable in
contexts other than Migros is not addressed in this paper. It
is apparent, however, that considerable similarities exist
between the environment in Switzerland and that in many
other advanced western nations. This: case study may
therefore contain important lessons for EFT/POS devel-
opers in other countries such as Australia.
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Formal methods are increasingly seen as important
in the design of digital systems. The use of these
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the role of theorem provers in the design of digital
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formal methods are supported by theorem proving
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